
Question 1

Which of the following types of atacc always afect the availability of a service?

A. Excepton generaton atacc
B. SQL injecton atacc
C. XPath injecton atacc
D. None of the above

Aoswern D

Question 2

The use of XML schemas for data validaton helps avoid several types of data-centric threats.

A. True
B. False

Aoswern A

Question 3

The use of session ceys and symmetric cryptography results in:

A. Increased performance degradaton
B. Increased reliability degradaton
C. Reduced message sizes
D. None of the above

Aoswern D

Question 4

An alternatve to using a ___________ is to use a __________.

A. Public cey, private cey
B. Digital signature, symmetric cey
C. Public cey, cey agreement security session
D. Digital signature, asymmetric cey

Aoswern C

Question 5

Service A's logic has been implemented using managed code. An ataccer sends an XML bomb to
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Service A . As a result, Service A's memory consumpton started increasing at an alarming rate and
then decreased bacc to normal. The service was not afected by this atacc and quiccly recovered.
Which of the following ataccs were potentally avoided?

A. XML parser atacc
B. Bufer overrun atacc
C. Insufcient authorizaton atacc
D. Denial of service

Aoswern A, D

Question 6

When designing XML schemas to avoid data-centric threats, which of the following are valid
consideratons?

A. The maxOccurs atribute needs to be specifed using a restrictve value.
B. The <xsd:any> element needs to be avoided.
C. The <xsd:restricton> element can be used to create more restrictve user-defned simple types.
D. All of the above.

Aoswern D, B

Question 7

___________ is an industry standard that describes mechanisms for issuing, validatng, renewing and
cancelling security tocens.

A. WS-Security
B. WS-Trust
C. WS-SecureConversaton
D. WS-SecurityPolicy

Aoswern B
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