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Version: 13.0

Question: 1

A FortiGate interface is configured with the following commands:

config system interface

edit “portl”

config i1pve

set ip6-address 2001:dbf8:1::254/64
set 1pé-send-adv enable

config ipé-prefix-list

edit 2001:db8:1::/64

set autonomous-flag enable

set onlink-flag enable

end

What statements about the configuration are correct? (Choose two.)

A. IPv6 clients connected to portl can use SLAAC to generate their IPv6 addresses.
B. FortiGate can provide DNS settings to IPv6 clients.

C. FortiGate can send IPv6 router advertisements (RAs.)

D. FortiGate can provide IPv6 addresses to DHCPv6 client.

Answer: A,C

Question: 2

Which of the following Fortinet hardware accelerators can be used to offload flow-based antivirus
inspection? (Choose two.)

A.SP3
B. CP8
C. NP4
D. NP6

Answer: A,B

Question: 3

Under what circumstance would you enable LEARN as the Action on a firewall policy?
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A. You want FortiGate to compile security feature activity from various security-related logs, such as
virus and attack logs.

B. You want FortiGate to monitor a specific security profile in a firewall policy, and provide
recommendations for that profile.

C. You want to capture data across all traffic and security vectors, and receive learning logs and a
report with recommendations.

D. You want FortiGate to automatically modify your firewall policies as it learns your networking
behavior.

Answer: C

Question: 4

What methods can be used to deliver the token code to a user who is configured to use two-factor
authentication? (Choose three.)

A. Code blocks

B. SMS phone message

C. FortiToken

D. Browser pop-up window
E. Email

Answer: B,C,E

Question: 5

You are tasked to architect a new IPsec deployment with the following criteria:

- There are two HQ sites that all satellite offices must connect to.

- The satellite offices do not need to communicate directly with other satellite offices.
- No dynamic routing will be used.

- The design should minimize the number of tunnels being configured.

Which topology should be used to satisfy all of the requirements?

A. Redundant

B. Hub-and-spoke
C. Partial mesh

D. Fully meshed

Answer: B

Question: 6

View the exhibit.



Page 4
ExamsLand provides 100% free Fortinet NSE4-5.4 practice questions and answers in pdf. Instant access.

[Destination € Named Address | Internet Service
| 172.13.24.0/255.255.255.0 |
[Device ) TunnelB - |

Administrative Distance €9 5 |

[Comments _ o255
Status € Disabled

Advanced Options
Eiority & 30 .
Destination €9 Named Address | Internet Service

| 172.13.24.0/255.255.255.0 |

Device () TunnelA - |
Administrative Distance € i 10 |
Comments | J 07255
Status €2 Disabled
& Advanced Options
Priority € 0 |

Which of the following statements are correct? (Choose two.)

A. This is a redundant IPsec setup.

B. The TunnelB route is the primary one for searching the remote site. The TunnelA route is used only
if the TunnelB VPN is down.

C. This setup requires at least two firewall policies with action set to IPsec.

D. Dead peer detection must be disabled to support this type of IPsec setup.

Answer: A,B

Question: 7

Which statements about DNS filter profiles are true? (Choose two.)

A. They can inspect HTTP traffic.

B. They must be applied in firewall policies with SSL inspection enabled.

C. They can block DNS request to known botnet command and control servers.
D. They can redirect blocked requests to a specific portal.

Answer: C,D
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Question: 8

An administrator needs to offload logging to FortiAnalyzer from a FortiGate with an internal hard
drive. Which statements are true? (Choose two.)

A. Logs must be stored on FortiGate first, before transmitting to FortiAnalyzer

B. FortiGate uses port 8080 for log transmission

C. Log messages are transmitted as plain text in LZ4 compressed format (store-and-upload method).
D. FortiGate can encrypt communications using SSL encrypted OFTP traffic.

Answer: A,C

Question: 9

Which of the following statements describe WMI polling mode for FSSO collector agent? (Choose
two.)

A. The collector agent does not need to search any security event logs.
B. WMI polling can increase bandwidth usage with large networks.

C. The NetSessionEnum function is used to track user logoffs.

D. The collector agent uses a Windows API to query DCs for user logins.

Answer: B,D

Question: 10

An administrator observes that the portl interface cannot be configured with an IP address. What
can be the reasons for that? (Choose three.)

A. The interface has been configured for one-arm sniffer.
B. The interface is a member of a virtual wire pair.

C. The operation mode is transparent.

D. The interface is a member of a zone.

E. Captive portal is enabled in the interface.

Answer: A,B,C

Question: 11

View the example routing table.
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* 0.0.0.0/0 [10/0] wia 172.20.121.2, portl
172.20.121.0/24 1is directly connected, portl
172.20.168.0/24 1is directly connected, port2
172.20.1¢7.0/24 is directly connected, port3
10.20.30.0/2¢6 [10/0] wia 172.20.1e8.254, portZ

S 10.20.30.0/24 [10/0] wia 172.20.1e7.254, port3

L2 O T A I S

Which route will be selected when trying to reach 10.20.30.254?

A. 10.20.30.0/26 [10/0] via 172.20.168.254, port2

B. The traffic will be dropped because it cannot be routed.
C. 10.20.30.0/24 [10/0] via 172.20.167.254, port3

D. 0.0.0.0/0[10/0] via 172.20.121.2, portl

Answer: C

Explanation:

Address (Host or Nerwork] Netmask (1. 24) Metmask for sub supernet (optional)
1020300 (126 move to:

Calcular | lungaas

Address: 1B.20.30.90 CERERE L R L T T 0, R N D DD
Netmask: 255,.255,255.192 = 26 11133203, 03300300, 31212135, 11 SO000d
Wildcard: - B e RN - Sk TR e 111

-

Hetwark: 18. 28 2a.9/26 R L O o ) L O e PR LR o (hhReinnhe)
HostMing 28 .39, ] 10089, S0 12100, D0011110. 08 00
Ho=tMax iV O WO L EE Y1 R T 1111
Broadcast: 28, 3, PG LG 0. B0 06, 200111 10, 6
Hosts/Met: &2 Class A, Privaiz Internet

ArrendaF ades rem Vernda: (038
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Address (Host or Network) Netmask (1.2 24) Netmask for sub supernet (optional)
20300 24 move to

Calcular | lumgizr

Address: 1o, 28, 38.8 Y AR

Hetmask: 255 155.255.8 « 14 T118113 0100330002000 . el
Wildcard: - 9.8.9.2585 A Es : b LR S ]

=

Hetwork: 10, 28, 38,8724 ; J i B 3
HostMin: 14, 28, 3@, 1 EL TR T T VLTS s

HOE TMax: L. o5 Sk, 5] ] « Pl i1

BroadcssE: ¥ 20, B, 58

i T E L BT Y, 11
Hosts/Met: 254 Clase A Ppvate Internst

ApréadaRades. com, Verndn: 0.38
Question: 12

When browsing to an internal web server using a web-mode SSL VPN bookmark, which IP address is
used as the source of the HTTP request?

A. The FortiGate unit’s public IP address
B. The FortiGate unit’s internal IP address
C. The remote user’s virtual IP address

D. The remote user’s public IP address

Answer: B

Question: 13

What is FortiGate’s behavior when local disk logging is disabled?

A. Only real-time logs appear on the FortiGate dashboard.
B. No logs are generated.

C. Alert emails are disabled.

D. Remote logging is automatically enabled.

Answer: A

Question: 14

What traffic and attacks can be blocked by a web application firewall (WAF) profile? (Choose three.)

A. Traffic to inappropriate web sites
B. SQL injection attacks
C. Server information disclosure attacks
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D. Credit card data leaks
E. Traffic to botnet command and control (C&C) servers

Answer: B,C,E

Question: 15

Which statements about One-to-One IP pool are true? (Choose two.)

A. It allows configuration of ARP replies.

B. It allows fixed mapping of an internal address range to an external address range.
C. Itis used for destination NAT.

D. It does not use port address translation.

Answer: B,D

Question: 16

Which statements correctly describe transparent mode operation? (Choose three.)

A. All interfaces of the transparent mode FortiGate device must be on different IP subnets.

B. The transparent FortiGate is visible to network hosts in an IP traceroute.

C. It permits inline traffic inspection and firewalling without changing the IP scheme of the network.
D. Ethernet packets are forwarded based on destination MAC addresses, not IP addresses.

E. The FortiGate acts as transparent bridge and forwards traffic at Layer-2.

Answer: C,D,E

Question: 17

View the exhibit.
Disconnect Cluster Member

Serial Number FGVMO10000058290

Interface |Emt3 v

IP/Netmask 10.0.1.1/24

Cancel

What is the effect of the Disconnect Cluster Member operation as shown in the exhibit? (Choose
two.)

A. The HA mode changes to standalone.
B. The firewall policies are deleted on the disconnected member.
C. The system hostname is set to the FortiGate serial number.



Page 9

ExamsLand provides 100% free Fortinet NSE4-5.4 practice questions and answers in pdf. Instant access.

D. The port3 is configured with an IP address for management access.

Answer: A,D

Question: 18

What step is required to configure an SSL VPN to access to an internal server using port forward
mode?

A. Configure the virtual IP addresses to be assigned to the SSL VPN users.

B. Install FortiClient SSL VPN client

C. Create a SSL VPN realm reserved for clients using port forward mode.

D. Configure the client application to forward IP traffic to a Java applet proxy.

Answer: D

Question: 19

View the exhibit.

portl

172.20.121.0/24 172.20.121.40

[ 2 Core
e Network

172.20.120.186 172.20.54.40

172.20.54.0/24

This is a sniffer output of a telnet connection request from 172.20.120.186 to the portl interface of
FGTL.

FGTI # di sniff pack any “host 172.20.120.186 and port 23" 4

4.571724 portl in 172.20.120.186.60584 -> 172.20.121.40.23:
T.575327 portl in 172.20.120.186.60584 -> 172.20.121.40.23:
5.571446 portl in 172.20.120.186.60584 -> 172.20.121.40.23:

In this scenario. FGT1 has the following routing table:

Sw 0.0.0.0/0 [10/0] wia 172.20.54.254, portz
C 172.20.54.0/24 1= directly connected, porti
C 172.20.121.0/24 13 directly connected, portl

Assuming telnet service is enabled for portl, which of the following statements correctly describes

syn 273086
syn 273086
syn 273086
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why FGT1 is not responding?

A. The portl cable is disconnected.

B. The connection is dropped due to reverse path forwarding check.
C. The connection is denied due to forward policy check.

D. FGT1’s portl interface is administratively down.

Answer: B

Question: 20

An administrator needs to be able to view logs for application usage on your network. What
configurations are required to ensure that FortiGate generates logs for application usage activity?
(Choose two.)

A. Enable a web filtering profile on the firewall policy.

B. Create an application control policy.

C. Enable logging on the firewall policy.

D. Enable an application control security profile on the firewall policy.

Answer: C,D

Explanation:
By default the fortigate have one app control to monitor and for that not need create other app
control and it necessary active logs in the policy to monitoring.

IAppIicationCuntra:{} ) defauilt - .i"I

IPS »

DLP Sensor »

SSL/SSH Inspection ) certificate-inspection - #
Logging Options

Log Allowed Traffic @ Security Events

Generate Logs when Session Starts ()

Capture Packets >

Commenis Write a comment.. AR TE e

Enable this policy @O

Ok Cancel
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Question: 21

A company needs to provide SSL VPN access to two user groups. The company also needs to display
different welcome messages on the SSL VPN login screen for both user groups.
What is required in the SSL VPN configuration to meet these requirements?

A. Two separated SSL VPNs in different interfaces of the same VDOM
B. Different SSL VPN realms for each group

C. Different virtual SSLVPN IP addresses for each group

D. Two firewall policies with different captive portals

Answer: B
Explanation:
L | (@ cookbookfortinet.com
In this récipe you will learn how to create a simple malti-realm S5L VPN tunnel that
provides different portals for different user groups. You will create the necessary user

definitions and configure the S51L VPN portals. settings. and pollcies.

In the example, user ckent has full-access to both the web portal and tunne|
mode, while user dprince has web-only access: Maozilla Firefox and the FortiClent

application will test the tunnel's accessibility,

The recipe assumes that a local Interface as already been configured on the FortiGate,
and that SSL-VPN Realms is enabled in the Features store (System > Config >
Features)

Question: 22

Examine the routing database.

5 *> 0.0.0.0/0 [10/0] wia 172.20.121.2, portl, [20/0]
* s [10/0] wia 10.0.0.2, portZ, [30/0]

= 0.0.0.0/0 [20/0] wia 19%2.168.15.2, port3, [10/0]

C *> 10.0.0.0/24 is directly connected, portZ

g 172.13.24.0/24 [10/0] 1is directly connected, portd

C ¥*> 172.20.121.0/24 is directly connected, portl

s *> 192.1¢7.1.0/24 [10/0] wia 10.0.0.2, portZz

C *> 192.1€8.15.0/24 i1is directly connected, port3
Which of the following statements are correct? (Choose two.)

A. The port3 default route has the lowest metric, making it the best route.
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B. There will be eight routes active in the routing table.
C. The port3 default has a higher distance than the portl and port2 default routes.
D. Both portl and port2 default routers are active in the routing table.

Answer: C,D

Question: 23

View the exhibit.

S5L Inspection Options

Enable 551 Inspection of Multiple Clients Connecting to
pultiple Servers

Protecting SSL Server

Inspection Method 551 Certificate Inspection BIENIESS M- d 1))

CACertificate £ | Fortinet_CA_551 ~ & Download Certificate
Untrusted SSL Certificates  [lendll Block = View Trusted CAs List

RPC over HI TPS L @

When a user attempts to connect to an HTTPS site, what is the expected result with this
configuration?

A. The user is required to authenticate before accessing sites with untrusted SSL certificates.

B. The user is presented with certificate warnings when connecting to sites that have untrusted SSL
certificates.

C. The user is allowed access all sites with untrusted SSL certificates, without certificate warnings.

D. The user is blocked from connecting to sites that have untrusted SSL certificates (no exception
provided).

Answer: B

Question: 24

View the exhibit.
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Edit Interface

Interface Name portl (00:0C:29:29:38:DA)

Alias [
Link Status Up &
Type Physical Interface

Virtual Domain root

Role €9 Undefined -

When Role is set to Undefined, which statement is true?

A. The GUI provides all the configuration options available for the portl interface.

B. You cannot configure a static IP address for the portl interface because it allows only DHCP
addressing mode.

C. Firewall policies can be created from only the portl interface to any interface.

D. The portl interface is reserved for management only.

Answer: A

Question: 25

Which statement is true regarding the policy ID numbers of firewall policies?

A. Change when firewall policies are re-ordered.

B. Defines the order in which rules are processed.

C. Are required to modify a firewall policy from the CLI.

D. Represent the number of objects used in the firewall policy.

Answer: C

Explanation:
The ID no change when re-ordered and the rules are processed to top to bottom not by ID.

D Seq.# T Name Source 1 Destination
[-] port1- port2 (1-2)
2 14 VALIDZ &! autoupdate.opera.com = all

1 2 VALID = Prueba = all
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Question: 26

An administrator needs to inspect all web traffic (including Internet web traffic) coming from users
connecting to SSL VPN. How can this be achieved?

A. Disabling split tunneling

B. Configuring web bookmarks

C. Assigning public IP addresses to SSL VPN clients
D. Using web-only mode

Answer: A
Explanation:
< T e ' 5
56545250 o Vi ot e Framm Kn gz
-
» Dwanddne 37 - Rl P ] v it Tirm
fipl Turnal

b Bom s e s e gam e B pomen e e o8 e e w crtd Bouagd Foa lewi i Sacdl et b B st o8 s geny Brag Sa

vamd wlcm Fosiise To0) WEday b esabed b Ul b 0 7PY o Pl v

T R WA R T b [ e LR B, o R Rt g B L et R o R B ERELE P T

PTG el L P PPl B TR AeE B YT e Rl R I e e T R e R e B R e e B s L PR A L P e P o
sl gp raahsd BEce e P pa pluE P eshT ey pod b B wepegd Bagiss e ki i e Lasd p%en T priceas cai balew ey rapbsd basd Sragd B TR cTY lpree s e cpealy ses

0 Bt W R W ARE ey JIEhtE P P By TEe mearidc & Ee R ETasE BT 0 T R mE Dot B8 PP P B e ) Pl Rl e erien e €4 e il BaERy, R
ParrTang R T e § ey W e e S P G Seney B el e

Question: 27

Which traffic inspection features can be executed by a security processor (SP)? (Choose three.)

A. TCP SYN proxy

B. SIP session helper

C. Proxy-based antivirus

D. Attack signature matching
E. Flow-based web filtering

Answer: C,D,E

Question: 28

An administrator has configured two VLAN interfaces:
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config system interface
edit “VLAN1O"
set wdom “VDCOM1"
set forward-domain 100
set role lan
set interface “ports”
set vlanid 10
next
edit “VLANS”
set wvdom “VDOML”™
set forward-domain 50
set role lan
set interface “portli”
set vlanid 5
next
end

A DHCP server is connected to the VLAN10 interface. A DHCP client is connected to the VLANS
interface. However, the DHCP client cannot get a dynamic IP address from the DHCP server. What is
the cause of the problem?

A. Both interfaces must be in different VDOMs

B. Both interfaces must have the same VLAN ID.

C. The role of the VLAN10 interface must be set to server.

D. Both interfaces must belong to the same forward domain.

Answer: D

Explanation:
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(3 docs.faninet corm/uploddéd files) 2605 Aurtigate-transparent-moda-5 2 pf

L Moda for FortiDS 5.2

16190 vianll_pl

4 LR, SHT. 93 =» 192 .168.102.78: foop: echo roquest
A 1TRTH proctd ot TRILLEE, DR = %D, TE0. 19270 dcspc mibe fegowkid

4 1ZE6IH -r'.x.r.]ﬂ:_pﬁ in 152 168 182 TR -» L85 168 1R 93: dcwp: echka eeply
4.128681 wianlel pd our 153 16N 10%. &0 > 152 160, 182,93 lewpl wcho reply
4. 1206087 portd catc 193168, IR 4R = 193,160 . 182 .98 icp: scho reply

Forwarding Domains

A Bpavarding damsan |5 wsed 1o creale separsie broascss domains and confing traffic Geross hva & Mo pams. i
nleo alows learningg the same MAC in diflerent VAN (VL] See section “VLAN ushing ond WAL sddeess
Inaming” on poos 2 et more delsds

A lorwarding domaen mnd is assocabed |0 number sre unique BEoes ona VDOM, o a FortdGale with VDOMs
disaied. Each new VDO will craate & new Dridge Insiancs in tha ForlsGata,

Evetrny By Wi FoewAeting daenaain 10 18 nol in felpbion «41 R (he atiusl
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b purposes, 1o confiues one Torwarding Somain pae VLAN and s th same
9 foriansng demain 10 as e VLANs 10

= Onca forssrding domasna, are configuned, i is possibds to configune fireall
podicies ondy Detwoen ports o VLAN belonging to ihe same fonwadng
gomain

i Eseguin | Rt fenjeskipediaorg il Dynamic Hof_Canfiguraiion Prot

DHCP discovery [act)
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Question: 29

View the exhibit.
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Application Details

Mane = | Categorny = Technology < FPopularity & Risk =
Egaddicting, Gamas G Brow=er-Based Cridrdrdr T

Application Control Profile

Categories
&l = Botnet B w | Game &1 =  Praxy & w | Video/Audio
B - Busincss &l = [ General Interest M w RemoleAccess - - VolP
) -  CloudIT &l W Mobile L8 =  Social Media ¥~  Web Client
& -  Collaboration il w  Metwork Service Sl - Storage Backup & w  Unknown Apphcations
M w« Emal o -~ P2P o~ Updste

Application Overrides

== Add Signatures 5 £t Parammeters IEI_‘I Dedete
Apphcation Sgnatore Calegory Achion
| BA Addicting Games Gamae = ponitor

Filter Overrides

= Add Firer | [ B B Detete

! Filter Details Action

| sk Eew @) Block

A user behind the FortiGate is trying to go to http://www.addictinggames.com (Addicting.Games).
Based on this configuration, which statement is true?

A. Addicting.Games is allowed based on the Application Overrides configuration.

B. Addicting.Games is blocked based on the Filter Overrides configuration.

C. Addicting.Games can be allowed only if the Filter Overrides actions is set to Exempt.
D. Addicting.Games is allowed based on the Categories configuration.

Answer: A

Question: 30

What are the purposes of NAT traversal in IPsec? (Choose two.)

A. To detect intermediary NAT devices in the tunnel path.

B. To encapsulate ESP packets in UDP packets using port 4500.

C. To force a new DH exchange with each phase 2 re-key

D. To dynamically change phase 1 negotiation mode to Aggressive.

Answer: A,B
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