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Question No : 1

Which is the strongest encryption type?

A. AES
B. TKIP
C. WEP
D. MSCHAPvV2
E. DES

Answer: A

Question No : 2

802.1X authentication takes place:

A. Prior to granting access to L2 media

B. After the user has an IP address

C. After the user sees the captive portalpage
D. Prior to the user associating with the AP
E. Once the IPSEC tunnel is up

Answer: A

Question No : 3

What does SET ORIENTATION option do in the Visual RF Plan edit tool?

A. Set the horizontal plane on each floor

B. Give the option to resize a floor

C. Sets the North/South orientation of the building

D. Sets the proper vertical floor plan alignment

E. Allows the planner to set the directional antenna orientation

Answer: D

Question No : 4
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Which of the following statements about management accounts is false?

A. The root account can be used to monitor access points connected to the controller

B. The guest-provisioning account can see the controller’s configuration but cannot change
it

C. The read-only account cannot delete internal database entries

D. The guest-provisioning account can make changes to the internal AP database

E. The network-operations account cannot access configuration

Answer: B

Question No : 5

Which of the following deployment types is NOT a valid option when using the AP Wizard?

A. LAN

B. Remote

C. Roaming

D. Remote Mesh
E. LAN Mesh

Answer: C

Question No : 6

Web based captive portal can be authenticated by the following types of databases: (Select
two)

A. Internal
B. PEAP

C. RADIUS
D. Kerberos
E. Tacacs

Answer: A,C

Question No : 7
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A Remote AP uses which type of secure tunnel to communicate with a controller:

A. NAT-T
B. IPSec
C. PPTP
D. GRE
E. IP-IP

Answer: B

Question No : 8

In what order does the AP dynamically discover the Master controller?

A. DNS query, ADP Broadcast, ADP Multicast, DHCP option 43
B. DHCP option 43, ADP Multicast, ADP Broadcast, DNS query
C. DHCP option 43, DNS query, ADP Multicast, ADP Broadcast
D. ADP Multicast, ADP Broadcast, DHCP option 43, DNS query
E. DHCP option 43, ADP Broadcast, ADP multicast, DNS Query

Answer: B

Question No : 9

Aliases are used in firewall policies to:

A. Apply firewall polices to ports in a stateful manner

B. Make firewall rules act liketraditional ACLs

C. Ease readability and maintainability for source and destination addresses
D. Are a part of roles, not the firewall

E. Are applied as an action in a rule

Answer: C

Question No : 10

A reboot of the controller is necessary in which of the following scenarios? (Select two)
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A. Changing controller IP

B. Changing the VLAN of a Virtual AP Profile
C. Creating of a new AP Group

D. Changing of Controller Role

E. Extending a license range

Answer: A,D
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