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Which three key features are provided by the Avaya Surge™ IoT solution for
Healthcare/Clinical Segmentation? (Choose three.)
 
A. Filters Packets 
B. Isolates IoT devices 
C. End Device Security 
D. Secure Application Flows 
E. Encrypted IoT Devices 
 

Answer: A,B,C

 

 

What does the term Master Node refer to In the Avaya Surge™ lot Controller deployment
model?
 
A. Configure the Avaya Surge™ loT Controller on the secondary node in cluster mode in a
two-node setup. 
B. Configure the Avaya Surge™ IoT Controller on the primary node in cluster mode in a
two-node setup. 
C. Configure the Avaya Surge™ IoT Controller on the standard node in cluster mode in a
single-node setup. 
D. Configure the Avaya Surge™ IoT Controller on the standalone node in cluster mode in a
single-node setup- 
 

Answer: C

 

 

While implementing an Avaya Surge™ IoT solution, what are the two key recommended
configurations it will stop the external hacks/breaches on IoT devices? (Choose two.)
 
A. Implement HyperSec zones 
B. Subnet the entire network 
C. Segment the entire network 
D. Implement basic firewalls 
E. Implement role firewalls 
 

Answer: D,E
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Which set of rules does the Avaya Surge™ IoT solution implementation network use to
manage the traffic flow thorough the ONA from Avaya Surge™ IoT managed devices?
 
A. Firewall rules 
B. IPtable rules 
C. Access Control rules 
D. IPChain rules 
 

Answer: D

 

 

Avaya Surge™ IoT Controller manages certificates for the ONA onboardlng process.
 
Which certificate is being used to sign the IoT device certificate?
 
A. ODL Certificate 
B. ROOT CA Certificate 
C. SDN Engine Certificate 
D. Surge Config Certificate 
 

Answer: B

 

 

Each ONA operates in mode 0 and mode 1.
 
From & fabric connect point of view, what are the two main differences between mode 0
compared mode 1? (Choose two.)
 
A. ONA uses Fabric Attach in Mode 0 
B. ONA uses Fabric Extend in Mode 1 
C. ONA uses Fabric Proxy in Mode 0 
D. ONA uses Fabric Attach in Mode 1 
 

Answer: A,C
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Which feature helps customers easily create the secure network segmentation for non-
Avaya Fabric customers?
 
A. GRE Tunnels 
B. HTTPS Tunnels 
C. SSL-wrapped PPP Tunnels 
D. IPSec Tunnels 
 

Answer: D

 

 

To monitor the network elements, which three protocols are used in an Avaya Surge™ IoT
solution? (Choose three.)
 
A. Socket 
B. SSH 
C. RDP 
D. SNMP 
E. Telnet 
 

Answer: B,D,E

 

 

Which Avaya Surge™ management application performs dynamic programmability of
network elements by providing security to allow communication to the IoT device?
 
A. Flow Rules Management 
B. Service Profile Management 
C. Device inventory Management 
D. Certificate Management 
 

Answer: A
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Which Avaya Surge™ view can be used by administrators to see the connections between
ONA and ONA HyperSec Gateway concentrators?
 
A. Application Tunnel view 
B. Application Access view 
C. Network Topology Tunnel view 
D. Network Discovery view 
 

Answer: C
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