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Question: 1

What are the two most frequent attack vectors used in cyber attacks against small businesses? (Choose
two.)

A. malware

B. viruses

C. social engineering
D. phishing

E. pop-ups

Answer: AD

Explanation:

Question: 2

Using Cisco Security, what is the remediation time for a previously unknown threat"?

A. under 10 minutes
B. under 15 minutes
C. under 5 minutes
D. under 8 minutes
E. under 30 minutes

Answer: A

Explanation:

https://www.cisco.com/c/en/us/products/collateral/security/aag-why-cisco-security-for-
sb.html#:~:text=With%20Cisco's%20threat%20intelligence%2C%20you,to%20remediation%20in%20the

%20industry.

Question: 3

Which two firewalls form part of Cisco's SMB offering? (Choose two )

A. Cisco Firepower 1000
B. Cisco ISA
C. Cisco ISE
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D. Cisco ASAv
E. Cisco Meraki MX

Answer: A, E

Explanation:

Question: 4

In which way does Cisco Umbrella prevent business disruption?

A. using flexible cloud management to protect guests on Meraki APs

B. restricting malicious source content from any location without slowing users down
C. blocking malware. ransomware, phishing and botnets at the application layer

D. enforcing security at the DNS and IP layers

Answer: D

Explanation:

Question: 5

What is a behavior of Cisco AMP for Endpoints?

A. the top ten significant compromises are prominently displayed in the console
B. security compromises are graphically shown and color-coded by device

C. prevents threats at the point of entry

D. allows a user to categorize events and endpoints by infection time

Answer: C

Explanation:
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