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Question: 1

Your company recently deployed a new Active Directory forest named contoso.com. The first domain
controller in the forest runs Windows Server 2012 R2.

You need to identify the time-to-live (TTL) value for domain referrals to the NETLOGON and SYSVOL
shared folders.

Which tool should you use?

A. Ultrasound
B. Replmon
C. Dfsdiag

D. Frsutil

Answer: C

Explanation:

DFSDIAG can check your configuration in five different ways:

Checking referral responses (DFSDIAG /TestReferral)

Checking domain controller configuration

Checking site associations

Checking namespace server configuration

Checking individual namespace configuration and integrity

Reference: Five ways to check your DFS-Namespaces (DFS-N) configuration with the DFSDIAG.EXE
tool

Question: 2

HOTSPOT

Your network contains an Active Directory forest named contoso.com that contains a single domain.
The forest contains three sites named Sitel, Site2, and Site3.

Domain controllers run either Windows Server 2008 R2 or Windows Server 2012 R2.

Each site contains two domain controllers. Sitel and Site2 contain a global catalog server.

You need to create a new site link between Sitel and Site2. The solution must ensure that the site
link supports the replication of all the naming contexts.

From which node should you create the site link?

To answer, select the appropriate node in the answer area.
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Explanation:

Create a Site Link

To create a site link

Open Active Directory Sites and Services. To open Active Directory Sites and Services, click Start, click
Administrative Tools, and then click Active Directory Sites and Services.

To open Active Directory Sites and Services in Windows Server® 2012, click Start, type dssite.msc.

In the console tree, right-click the intersite transport protocol that you want the site link to use.

Use the IP intersite transport unless your network has remote sites where network connectivity is
intermittent or end-to-end IP connectivity is not available. Simple Mail Transfer Protocol (SMTP)
replication has restrictions that do not apply to IP replication.


http://www.justcerts.com/

ExamsLand provides 100% free Microsoft 70-412 practice questions and answers in pdf. Instant access.

B Active Directory
File Action View Help
e 2E XE o= Bm 2
lEH .,.llct.i;.ae Diré"c.f.-:n.r;rn‘iites and Serw::é MNarme “ Type
4 || Sites | BEDEFAULTIPS.., Site Link
b | Subnets
4 | Inter-Site Transports
_IF' (|
EI Mew Site Link...
2%
b W Dot | Site Link Bridaes.
Find...
MNewy »

Reference: Create a Site Link
http://technet.microsoft.com/en-us/library/cc731294.aspx

Question: 3

Your network contains two Active Directory forests named contoso.com and adatum.com.
Contoso.com contains one domain. Adatum.com contains a child domain named child.adatum.com.
Contoso.com has a one-way forest trust to adatum.com. Selective authentication is enabled on the
forest trust.

Several user accounts are migrated from child.adatum.com to adatum.com.

Users report that after the migration, they fail to access resources in contoso.com. The users
successfully accessed the resources in contoso.com before the accounts were migrated.

You need to ensure that the migrated users can access the resources in contoso.com.

What should you do?

A. Replace the existing forest trust with an external trust.

B. Run netdom and specify the /quarantine attribute.

C. Disable SID filtering on the existing forest trust.

D. Disable selective authentication on the existing forest trust.

Answer: C

Explanation:

Security Considerations for Trusts

Need to gain access to the resources in contoso.com

Disabling SID Filter Quarantining on External Trusts

Although it reduces the security of your forest (and is therefore not recommended), you can disable
SID filter quarantining for an external trust by using the Netdom.exe tool. You should consider
disabling SID filter quarantining only in the following situations:

* Users have been migrated to the trusted domain with their SID histories preserved, and you want
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to grant them access to resources in the trusting domain based on the SID history attribute.

Etc.

Incorrect:

Not B. Enables administrators to manage Active Directory domains and trust relationships from the
command prompt, /quarantine Sets or clears the domain quarantine.

Not D. Selective authentication over a forest trust restricts access to only those users in a trusted
forest who have been explicitly given authentication permissions to computer objects (resource
computers) that reside in the trusting forest.

Reference: Security Considerations for Trusts
http://technet.microsoft.com/en-us/library/cc755321(v=ws.10).aspx

Question: 4

HOTSPOT

Your network contains an Active Directory domain named contoso.com. The domain contains
domain controllers that run either Windows Server 2003, Windows Server 2008 R2, or Windows
Server 2012 R2.

You plan to implement a new Active Directory forest. The new forest will be used for testing and will
be isolated from the production network.

In the test network, you deploy a server named Serverl that runs Windows Server 2012 R2.

You need to configure Serverl as a new domain controller in a new forest named contoso.test.

The solution must meet the following requirements:

The functional level of the forest and of the domain must be the same as that of contoso.com.
Serverl must provide name resolution services for contoso.test.

What should you do?

To answer, configure the appropriate options in the answer area.
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Set the forest function level and the Domain functional level both to Windows Server 2003.

Also check Domain Name (DNS) server.

Note:

* When you deploy AD DS, set the domain and forest functional levels to the highest value that your
environment can support. This way, you can use as many AD DS features as possible. For example, if
you are sure that you will never add domain controllers that run Windows Server 2003 to the domain
or forest, select the Windows Server 2008 functional level during the deployment process. However,
if you might retain or add domain controllers that run Windows Server 2003, select the Windows
Server 2003 functional level.

* You can set the domain functional level to a value that is higher than the forest functional level. For
example, if the forest functional level is Windows Server 2003, you can set the domain functional
level to Windows Server 2003or higher.

Reference: Understanding Active Directory Domain Services (AD DS) Functional Levels

Question: 5

Your network contains an Active Directory forest named adatum.com. The forest contains a single
domain. The domain contains four servers. The servers are configured as shown in the following
table.
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Server Configuration Operating system
name

DC1

Global catalog server Windows Server 2003 R2
Domain controller
Schema master
DNS server

Domain controller Windows Server 2003 R2
PCC emulator
DHCP server
DNS server

DC2

Infrastructure master Windows Server 2008 R2
Global catalog server
Domain controller
WINS server

Member server Windows Server 2003 R2

WINS server
DNS server

You need to update the schema to support a domain controller that will run Windows Server 2012
R2.
On which server should you run adprep.exe?

DC3

Serverl

A. Serverl
B. DC3
C.DC2
D. DC1

Answer: B

Explanation:

We must use the Windows Server 2008 R2 Server.

Upgrade Domain Controllers to Windows Server 2012 R2 and Windows Server 2012

You can use adprep.exe on domain controllers that run 64-bit versions of Windows Server 2008 or
Windows Server 2008 R2 to upgrade to Windows Server 2012. You cannot upgrade domain
controllers that run Windows Server 2003 or 32-bit versions of Windows Server 2008. To replace
them, install domain controllers that run a later version of Windows Server in the domain, and then
remove the domain controllers that Windows Server 2003.

Reference: Upgrade Domain Controllers to Windows Server 2012 R2 and Windows Server 2012,
Supported in-place upgrade paths.
http://technet.microsoft.com/en-us/library/hh994618.aspx#BKMK_UpgradePaths

Question: 6

HOTSPOT
Your network contains three Active Directory forests. The forests are configured as shown in the
following table.
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Forest name Forest functional level
Contoso.com Windows Server 2012 R2
Divisionl.contoso.com |Windows Server 2012 R2
Dvision2.contoso.com Windows Server 2012 R2

A two-way forest trust exists between contoso.com and divisionl.contoso.com. A two-way forest trust
also exists between contoso.com and division2.contoso.com.

You plan to create a one-way forest trust from divisionl.contoso.com to division2.contoso.com.

You need to ensure that any cross-forest authentication requests are sent to the domain controllers
in the appropriate forest after the trust is created.

How should you configure the existing forest trust settings?

In the table below, identify which configuration must be performed in each forest. Make only one
selection in each column. Each correct selection is worth one point.

Divisionl.contoso.com | DivisionZ.contoso.com

Add divisionl.contoso.com as a name suffix o r
routing entry.

Add division2.contoso.com as 2 name suffix

. c C
routing entry.
Add divisionl.contoso.com as an exclusion to = ~
the name suffis routing entry of contoso.com,
add division2. contoso.com as an exclusion to -
the name suffix routing entry of contoso.com, |
Answer:

Divisionl.contoso.com | Division2.contoso.com

Add divisionl.contoso.com as a name suffix ~
routing entry.

Add division2.contoso.com as a name suffix

) f' {
routing entry.
Add divisionl.contoso.com as an exclusion to ~ P
the name suffix routing entry of contoso.com.
Add division2.contoso.com as an exsclusion to o
the name suffix routing entry of contoso,com,
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Explanation:

There will be a one-way forest trust from divisionl.contoso.com to division2.contoso.com
Division1 trusts Division2. Division2 must be able to access resources in Divisionl.
Divisionl1 should not be able to access resources in Division2.

Question: 7

Your network contains an Active Directory forest named contoso.com. The forest contains three
domains. All domain controllers run Windows Server 2012 R2.

The forest has a two-way realm trust to a Kerberos realm named adatum.com.

You discover that users in adatum.com can only access resources in the root domain of contoso.com.
You need to ensure that the adatum.com users can access the resources in all of the domains in the
forest.

What should you do in the forest?

A. Delete the realm trust and create a forest trust.

B. Delete the realm trust and create three external trusts.
C. Modify the incoming realm trust.

D. Modify the outgoing realm trust.

Answer: D

Explanation:

* A one-way, outgoing realm trust allows resources in your Windows Server domain (the domain that
you are logged on to at the time that you run the New Trust Wizard) to be accessed by users in the
Kerberos realm.

* You can establish a realm trust between any non-Windows Kerberos version 5 (V5) realm and an
Active Directory domain. This trust relationship allows cross-platform interoperability with security
services that are based on other versions of the Kerberos V5 protocol, for example, UNIX and MIT
implementations. Realm trusts can switch from nontransitive to transitive and back. Realm trusts can
also be either one-way or two-way.

Reference: Create a One-Way, Outgoing, Realm Trust

Question: 8

Your network contains an Active Directory forest named contoso.com. The forest contains two
domains named contoso.com and childl.contoso.com. The domains contain three domain
controllers.

The domain controllers are configured as shown in the following table.
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Domain controller name Operating Configuration
system

dcl.contoso.com wWindows Server |[Schema master

2008 R2 Domain naming
master

dcl10.childl.contoso.com Windows Server |PDC emulator
2012

dcil.childl.contoso.com Windows Server |RID master
2008 R2

You need to ensure that the KDC support for claims, compound authentication, and kerberos
armoring setting is enforced in the child1.contoso.com domain.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose
two.)

A. Upgrade DC1 to Windows Server 2012 R2.

B. Upgrade DC11 to Windows Server 2012 R2.

C. Raise the domain functional level of childl.contoso.com.
D. Raise the domain functional level of contoso.com.

E. Raise the forest functional level of contoso.com.

Answer: A, D

Explanation:

The root domain in the forest must be at Windows Server 2012 level. First upgrade DC1 to this level
(A), then raise the contoso.com domain functional level to Windows Server 2012 (D).

* (A) To support resources that use claims-based access control, the principal’s domains will need to
be running one of the following:

/ All Windows Server 2012 domain controllers

/ Sufficient Windows Server 2012 domain controllers to handle all the Windows 8 device
authentication requests

/ Sufficient Windows Server 2012 domain controllers to handle all the Windows Server 2012
resource protocol transition requests to support non-Windows 8 devices.

Reference: What's New in Kerberos Authentication
http://technet.microsoft.com/en-us/library/hh831747.aspx.

Question: 9

Your network contains an Active Directory domain named contoso.com. All domain controllers run
Windows Server 2012 R2. The domain contains two domain controllers.
The domain controllers are configured as shown in the following table.

Domain Site name Configuration
controller name
DC1 Main Domain controller
DC10 Branch Read-only domain controller
(RODC)
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You configure a user named User1 as a delegated administrator of DC10.

You need to ensure that Userl can log on to DC10 if the network link between the Main site and the
Branch site fails.

What should you do?

A. Add Userl to the Domain Admins group.

B. On DC10, modify the User Rights Assignment in Local Policies.

C. Run repadmin and specify the /prp parameter.

D. On DC10, run ntdsutil and configure the settings in the Roles context.

Answer: C

Explanation:

repadmin /prp will allow the password caching of the local administrator to the RODC.

This command lists and modifies the Password Replication Policy (PRP) for read-only domain
controllers (RODCs).

Reference: RODC Administration
https://technet.microsoft.com/en-us/library/cc755310%28v=ws.10%29.aspx

Question: 10

Your company has offices in Montreal, New York, and Amsterdam.

The network contains an Active Directory forest named contoso.com. An Active Directory site exists
for each office. All of the sites connect to each other by using the DEFAULTIPSITELINK site link.

You need to ensure that only between 20:00 and 08:00, the domain controllers in the Montreal office
replicate the Active Directory changes to the domain controllers in the Amsterdam office.

The solution must ensure that the domain controllers in the Montreal and the New York offices can
replicate the Active Directory changes any time of day.

What should you do?

A. Create a new site link that contains Montreal and Amsterdam. Remove Amsterdam from
DEFAULTIPSITEL1INK. Modify the schedule of DEFAULTIPSITELINK.

B. Create a new site link that contains Montreal and Amsterdam. Create a new site link bridge.
Modify the schedule of DEFAULTIPSITELINK.

C. Create a new site link that contains Montreal and Amsterdam. Remove Amsterdam from
DEFAULTIPSITELINK. Modify the schedule of the new site link.

D. Create a new site link that contains Montreal and Amsterdam. Create a new site link bridge.
Modify the schedule of the new site link.

Answer: C

Explanation:

We create a new site link between Montreal and Amsterdam and schedule it only between 20:00
and 08:00. To ensure that traffic between Montreal and Amsterdam only occurs at this time we also
remove Amsterdam from the DEFAULTIPSITELINK.

Reference: How Active Directory Replication Topology Works
http://technet.microsoft.com/en-us/library/cc755994(v=ws.10).aspx
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Question: 11

HOTSPOT

Your network contains an Active Directory domain named contoso.com. The domain contains two
member servers named Serverl and Server2. All servers run Windows Server 2012 R2.

Serverl and Server2 have the Network Load Balancing (NLB) feature installed. The servers are
configured as nodes in an NLB cluster named Clusterl. Both servers connect to the same switch.
Clusterl hosts a secure web Application named WebApp1. WebApp1 saves user state information in
a central database.

You need to ensure that the connections to WebApp1 are distributed evenly between the nodes. The
solution must minimize port flooding.

What should you configure? To answer, configure the appropriate affinity and the appropriate mode
for Clusterl in the answer area.

Affinity |
Single Answer:
Client .
Class C Affinity :J
Single
Mode v Client
Unicast LigBs 0
Mults
Unicast
Multicast
Explanation:

The Affinity parameter is applicable only for the Multiple hosts filtering mode.

/ The Single option specifies that NLB should direct multiple requests from the same client IP address
to the same cluster host.

Reference: Network Load Balancing Manager Properties
https://technet.microsoft.com/en-us/library/cc771709.aspx

Question: 12

Your network contains two Web servers named Serverl and Server2. Both servers run Windows
Server 2012 R2.

Serverl and Server2 are nodes in a Network Load Balancing (NLB) cluster. The NLB cluster contains
an application named App1 that is accessed by using the URL http://appl.contoso.com.

You plan to perform maintenance on Serverl.

You need to ensure that all new connections to App1 are directed to Server2. The solution must not
disconnect the existing connections to Serverl.

What should you run?

A. The Set-NIbCluster cmdlet
B. The Set-NIbClusterNode cmdlet
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C. The Stop-NIbCluster cmdlet
D. The Stop-NIbClusterNode cmdlet

Answer: D

Explanation:

The Stop-NIbClusterNode cmdlet stops a node in an NLB cluster. When you use the stop the nodes in
the cluster, client connections that are already in progress are interrupted. To avoid interrupting
active connections, consider using the -drain parameter, which allows the node to continue servicing
active connections but disables all new traffic to that node.

-Drain <SwitchParameter>

Drains existing traffic before stopping the cluster node. If this parameter is omitted, existing traffic
will be dropped.

Reference: Stop-NIbClusterNode

Question: 13

Your network contains two servers named HV1 and HV2. Both servers run Windows Server 2012 R2
and have the Hyper-V server role installed.

HV1 hosts 25 virtual machines. The virtual machine configuration files and the virtual hard disks are
stored in D:\VM.

You shut down all of the virtual machines on HV1.

You copy D:\VM to D:\VM on HV2.

You need to start all of the virtual machines on HV2. You want to achieve this goal by using the
minimum amount of administrative effort.

What should you do?

A. Run the Import-VMInitialReplication cmdlet.

B. From HV1, export all virtual machines to D:\VM. Copy D:\VM to D:\VM on HV2 and overwrite the
existing files. On HV2, run the Import Virtual Machine wizard.

C. From HV1, export all virtual machines to D:\VM. Copy D:\VM to D:\VM on HV2 and overwrite the
existing files. On HV2, run the New Virtual Machine wizard.

D. Run the Import-VM cmdlet.

Answer: D

Explanation:

Import-VM

Imports a virtual machine from a file.

Example

Imports the virtual machine from its configuration file. The virtual machine is registered in-place, so
its files are not copied.

Windows PowerShell

PS C:\> Import-VM —Path 'D:\Test\VirtualMachines\5AE40946-3A98-428E-8C83-081A3C6BD18C.XML'
Reference: Import-VM

Question: 14
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HOTSPOT
Your network contains two Hyper-V hosts that are configured as shown in the following table.
Host name Configuration
Serverl « 1 Intel i7 processor
« 16 GB of memory
¢ 1 TB of hard disk space
s Two network adapters

4 Intel Xeon processors

64 GB of memory

4 TB of hard disk space

4 network adapters

You create a virtual machine on Serverl named VML1.

You plan to export VM1 from Serverl and import VM1 to Server2.

You need to ensure that you can start the imported copy of VM1 from snapshots.
What should you configure on VM1?

To answer, select the appropriate node in the answer area.

Server2
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Boot from CD

. Memory You can use this setting to add devices to your virtual machine.
2048 MB Select the devices you want to add and dick the Add button,

E-.’.r_'nPrucemnr

1 Virtual processor

Network Adapter
Legacy Network Adapter
Fibre Channel Adapter
= B IDE Controller 0 RemoteFX 30 Video Adapter
_w Hard Drive

= B IDE Controller 1
44 DVD Drive You can increase the storage available to a virtual machine by adding a SCSI controller

4 Nore and attaching virtual hard disks to it, A SCSI controller requires integration services in

the guest operating system, Do not attach a system disk to a SCSI controer. System
B scsI Controller disks must be attached to an IDE controller.

= I Network Adapter

Mot connected
Hardware Acceleration
Advanced Features

i? COM 1

Mone
T comz
Mone
[ Diskette Drive
MNone

% Management
|1 Name
VM1
|:‘_d Integration Services
Al services offered
#_ Snapshot File Location
C:\ProgramData \WMicrosoftiWin. ..
E-"' Smart Paging File Location
C:\ProgramData WMicrosoftWin,.

Answer:
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- ~ Settings for VM1 on SERVERT - [=To
M1 [=] G
& BIOS ~ | ¥l AddHardware
- oy You can use this setting to add devices to your virtual machine.
J0H8 ME Select the devices you want to add and dick the Add button.
R R R R T oA
: e Network Adapter
IE Legacy Network Adapter
] LA Fibre Channel Adapter
= B! IDE Controller O RemoteFx 3D Video Adapter

- | Hard Drrve
= B IDE Controlier 1
§ 4 DVD Drive
B sCS] Controller
= § Metwork Adapber
Hardware Accederaton
Advanced Features
= oom1
T oComM2
bl Diskette Deive

£ HManagement

| Mame
) Integration Services

#. Snapshot Fle Location

£ qutl'-"m File Location

1]

You can ingease the storage avalable to a virtual machine by adding a SC51 controller
and attaching virtual hard disks to it. A SCSI controler reguires integration services in

the guest operating system. Do not attach a system disk to a SCSI controller. System

disks must be attached to an IDE controfler.

Note:

* If the CPUs are from the same manufacturer but not from the same type, you may need to use

Processor Compatibility.

(Incorrect) The network adapter is already disconnected.

Question: 15

DRAG DROP

Your network contains an Active Directory domain named contoso.com. The domain contains four
member servers named Serverl, Server2, Servers, and Server4. All servers run Windows Server 2012

R2.

Serverl and Server2 are located in a site named Sitel. Server3 and Server4 are located in a site
named Site2. The servers are configured as nodes in a failover cluster named Cluster1.

Clusterl is configured to use the Node Majority quorum configuration.

You need to ensure that Serverl is the only server in Sitel that can vote to maintain quorum.

What should you run from Windows PowerShell?
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To answer, drag the appropriate commands to the correct location. Each command may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

Commands Answer Area

Get-ClusterNode Serverl Cormmand | Command

Get-ClusterNode Server2

%_.NodeWeight = 0 i
%_.NodeWeight = 1 i

Answer:
Get-ClusterNode Server2 [ $_.NodeWeight = 0

Explanation:

We remove Server2 from quorum vote by setting it's NodeWeight to 0.

NodeWeight settings are used during quorum voting to support disaster recovery and multi-subnet
scenarios for AlwaysOn Availability Groups and SQL Server Failover Cluster Instances.

Example (Powershell)

The following example changes the NodeWeight setting to remove the quorum vote for the
“AlwaysOnSrv1” node.

Import-Module FailoverClusters

Snode = “AlwaysOnSrv1”

(Get-ClusterNode $node).NodeWeight =0

Reference: Configure Cluster Quorum NodeWeight Settings

Question: 16

Your network contains an Active Directory domain named contoso.com. The domain contains two
member servers named Serverl and Server2. All servers run Windows Server 2012 R2.

Serverl and Server2 have the Failover Clustering feature installed. The servers are configured as
nodes in a failover cluster named Clusterl. Clusterl contains a cluster disk resource.

A developer creates an application named App1l. Applis NOT a cluster-aware application. App1 runs
as a service. App1 stores date on the cluster disk resource.

You need to ensure that App1 runs in Clusterl. The solution must minimize development effort.
Which cmdlet should you run?

A. Add-ClusterGenericServiceRole

B. Add-ClusterGenericApplicationRole
C. Add-ClusterScaleOutFileServerRole
D. Add-ClusterServerRole

Answer: B

Explanation:
Add-ClusterGenericApplicationRole
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Configure high availability for an application that was not originally designed to run in a failover
cluster.

If you run an application as a Generic Application, the cluster software will start the application, then
periodically query the operating system to see whether the application appears to be running. If so,
it is presumed to be online, and will not be restarted or failed over.

EXAMPLE 1.

Command Prompt: C:\PS>

Add-ClusterGenericApplicationRole -CommandLine NewApplication.exe

Name OwnerNode State
cluster1GenApp node2 Online
Description

This command configures NewApplication.exe as a generic clustered application. A default name will
be used for client access and this application requires no storage.

Reference: Add-ClusterGenericApplicationRole
http://technet.microsoft.com/en-us/library/ee460976.aspx

Question: 17

HOTSPOT

Your network contains an Active Directory domain named contoso.com.

You have a failover cluster named Clusterl that contains two nodes named Serverl and Server2.
Both servers run Windows Server 2012 R2 and have the Hyper-V server role installed.

You plan to create two virtual machines that will run an application named Appl. Appl will store
data on a virtual hard drive named Appldata.vhdx. Appldata.vhdx will be shared by both virtual
machines.

The network contains the following shared folders:

An SMB file share named Sharel that is hosted on a Scale-Out File Server.

An SMB file share named Share2 that is hosted on a standalone file server.

An NFS share named Share3 that is hosted on a standalone file server.

You need to ensure that both virtual machines can use Appldata.vhdx simultaneously.

What should you do?

To answer, select the appropriate configurations in the answer area.

Answer Area

Location of Appldata.vhdx: | v]

Appldata.vhdx disk type: ‘ j
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Location of Appldata.vhdx: | - |

Sharel
Share2
Share3

Appldata.vhdx disk type: jl
Differencing
Dynamically expanding

Answer:
Location of Appldata.vhdx: | - |
lSharel A
are
Share3
Appldata.vhdx disk type: | jl
Differencing

[D¥namically expanding |

Explanation:

* Simultaneous access to vhd can only be done by scale-out file server

* Create your VHDX data files to be shared as fixed-size or dynamically expanding, on the disk where
you manually attached the Shared VHDX filter. Old VHD files are not allowed. Differencing disks are
not allowed.

Reference: Windows Server 2012 R2 Storage: Step-by-step with Storage Spaces, SMB Scale-Out and
Shared VHDX (Virtual)

Question: 18

HOTSPOT

Your network contains an Active Directory domain named contoso.com. The domain contains a
server named Serverl that runs Windows Server 2012 R2. Serverl has the Active Directory
Certificate Services server role installed and configured.

For all users, you are deploying smart cards for logon. You are using an enrollment agent to enroll the
smart card certificates for the users.

You need to configure the Contoso Smartcard Logon certificate template to support the use of the
enrollment agent.

Which setting should you modify? To answer, select the appropriate setting in the answer area.
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Superseded Templates |  Extensions
General |  Compatibilty

Cryptography | Subject Name
Require the following for enroliment:

‘@ﬁhﬁmﬂ:ﬂrdaﬂmlzﬁdsgﬂtm
¥ you require more than one signature, autoenmoliment is not allowed.

Policy type required in signature:
e
Any Purpose

lzzuance pobcies

Require the following for reenroliment :
(®) Same critera as for enrollment
() Valid existing cerificate
[ ] ABow key based renewal (%)
msm information to be provided within the cedificate

* Control is disabled due to compatibiity settings.

oK Cancel Apply

Answer:
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| | Supeneded Templates | Edensons | Secumty | Sever
_ Genel |  Compatbity |  Request Handing
Cryptography ] Subject Name | lzsuance Reguirements
Requsre the following for enroiment:

| | CA cestfficate manager approval

[ This number of authonzed signatures i 1

¥ you require more than one signature, autoenrollment is not allowed.

?E{:Iicy type required in signature:

| Appication policy Ml

Aoplication policy:
Any Purpose

Require the following for reenmoliment:
(®) Same criteria as for enroliment
() Valid existing cenificate

Fa, oW ey Das -‘I eyl -

Requéres subject information to be provided within the cerificate
request,

* Control is disabled due to compatibiliy settings.

oK Cancel || Aogly Help

B R = o e S SRR U on o b AT S et e

Explanation:
/ In application policy drop-down list select Certificate Request Agent.

/ The Issuance Requirements Tab

* Application policy. This option specifies the application policy that must be included in the signing
certificate used to sign the certificate request. It is enabled when Policy type required in signature is
set to either Application policy or Both application and issuance policy.

Reference: Administering Certificate Templates
http://technet.microsoft.com/en-us/library/cc725621(v=WS.10).aspx

Question: 19

Your network contains an Active Directory domain named contoso.com. The domain contains a
server named Serverl that runs Windows Server 2012 R2. The system properties of Serverl are
shown in the exhibit. (Click the Exhibit button.)
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| System - o] X

T | » Control Panel » System and Security ¢ System v Search Control Panel P

Control Panel Home : o s
View basic information about your computer

% Device Manager Windaws edition
% Remote seftings Windows Server 2012 Standard
% Advanced system settings 2 2012 Microsoft Corporation. All rights .-- Windows Server2012
reserved. ™
Systemn
Processon Intel(R) Core{TM)2 Duo CPU  TS4DD @ 2.53GHz 2.53 GH:z
Installed memory (RaM): 100 GB
System type B4-bit Operating Systemn, xB4-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: Serverl B/ Change settings
Full computer name: Serverl
Computer description:

Workgroup: WORKGROUP

Windows actnvation
Windows is not activated, View details in Windows Actrvation

Product ID: D0183-B0B50-05%98-AA3I34
Action Center

Windows Update

You need to configure Serverl as an enterprise subordinate certification authority (CA).
What should you do first?

A. Add RAM to the server.

B. Set the Startup Type of the Certificate Propagation service to Automatic.
C. Install the Certification Authority Web Enrollment role service.

D. Join Server1 to the contoso.com domain.

Answer: D

Explanation: Enterprise CAs must be domain members. From the exhibit we see that it is only a
Workgroup member.

Note:

A new CA can be the root CA of a new PKI or subordinate to another in an existing PKI.

Enterprise subordinate certification authority.

An enterprise subordinate CA must get a CA certificate from an enterprise root CA but can then issue
certificates to all users and computers in the enterprise. These types of CAs are often used for load
balancing of an enterprise root CA.
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e AD CS Configuration |;|i-

DESTINATION SERVER
DCl.home.local

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services [(AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

@) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
D5 and can be used without a network connection (offling),

More about Setup Type

| < Previous | | MNext > Configure

Reference: Install a Subordinate Certification Authority

Question: 20

Your network contains a perimeter network and an internal network. The internal network contains
an Active Directory Federation Services (AD FS) 2.1 infrastructure. The infrastructure uses Active
Directory as the attribute store.

You plan to deploy a federation server proxy to a server named Server2 in the perimeter network.
You need to identify which value must be included in the certificate that is deployed to Server2.
What should you identify?

A. The FQDN of the AD FS server

B. The name of the Federation Service

C. The name of the Active Directory domain
D. The public IP address of Server2

Answer: A

Explanation:

To add a host (A) record to corporate DNS for a federation server

On a DNS server for the corporate network, open the DNS snap-in.

1. In the console tree, right-click the applicable forward lookup zone, and then click New Host (A).
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2. In Name, type only the computer name of the federation server or federation server cluster (for
example, type fs for the fully qualified domain name (FQDN) fs.adatum.com).

3. In IP address, type the IP address for the federation server or federation server cluster (for
example, 192.168.1.4).

4. Click Add Host.

Reference: Add a host (A) record to corporate DNS for a federation server
http://technet.microsoft.com/en-us/library/cc776786(v=ws.10).aspx

Question: 21

Your network contains an Active directory forest named contoso.com. The forest contains two child
domains named east.contoso.com and west.contoso.com.

You install an Active Directory Rights Management Services (AD RMS) cluster in each child domain.
You discover that all of the users in the contoso.com forest are directed to the AD RMS cluster in
east.contoso.com.

You need to ensure that the users in west.contoso.com are directed to the AD RMS cluster in
west.contoso.com and that the users in east.contoso.com are directed to the AD RMS cluster in
east.contoso.com.

What should you do?

A. Modify the Service Connection Point (SCP).

B. Configure the Group Policy object (GPO) settings of the users in the west.contoso.com domain.
C. Configure the Group Policy object (GPO) settings of the users in the east.contoso.com domain.
D. Modify the properties of the AD RMS cluster in west.contoso.com.

Answer: B

Explanation:

The west.contoso.com are the ones in trouble that need to be redirected to the west.contoso.com
not the east.contoso.com.

Note: It is recommended that you use GPO to deploy AD RMS client settings and that you only deploy
settings as needed.

Reference: AD RMS Best Practices Guide

Question: 22

You have a server named Serverl that runs Windows Server 2012 R2.

From Server Manager, you install the Active Directory Certificate Services server role on Serverl.

A domain administrator named Admin1 logs on to Serverl.

When Adminl runs the Certification Authority console, Adminl receives the following error
message.
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~ Microsoft Active Directory Certificate Services [x]

' 6.' Cannot manage Active Directory Certificate Senvices,

The system cannot find the file specified. 0x80070002 (WIN32: 2
ERROR_FILE_NOT_FOUND)

You need to ensure that when Adminl opens the Certification Authority console on Serverl, the
error message does not appear.
What should you do?

A. Install the Active Directory Certificate Services (AD CS) tools.

B. Run the regsvr32.exe command.

C. Modify the PATH system variable.

D. Configure the Active Directory Certificate Services server role from Server Manager.

Answer: D

Explanation:

The error message is related to missing role configuration.

* Cannot Manage Active Directory Certificate Services

Resolution: configure the two Certification Authority and Certification Authority Web Enrollment

Roles:

Credentials Select Role Services to configure

Role Services

Setup Type Certification Authority

A Troe Certification Authority Web Enrollment

= RS Online Responder

Private Key Network Device Enrollment Service
Cryptography [] Certificate Enrollment Web Service
A Name [] Certificate Enrallment Policy Web Service
Validity Pericd

Certificate Database

Confirmation

Reference: Cannot manage Active Directory Certificate Services in Server 2012 Error 0x800070002

Question: 23
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Your network contains an Active Directory domain named contoso.com.

A previous administrator implemented a Proof of Concept installation of Active Directory Rights
Management Services (AD RMS).

After the proof of concept was complete, the Active Directory Rights Management Services server
role was removed.

You attempt to deploy AD RMS.

During the configuration of AD RMS, you receive an error message indicating that an existing AD RMS
Service Connection Point (SCP) was found.

You need to remove the existing AD RMS SCP.

Which tool should you use?

A. Active Directory Users and Computers

B. Authorization Manager

C. Active Directory Domains and Trusts

D. Active Directory Sites and Services

E. Active Directory Rights Management Services

Answer: E

Explanation:

ADRMS will registered the Service Connection Point (SCP) in Active Directory and you will need to
unregister first before you remove the ADRMS server role.

If your ADRMS server is still alive, you can easily manually remove the SCP by below:

;_gﬂxctiv' cr-Rights Management Services

L4 adrms.lab.rickygao.com (Lg—" |
S Change Service Account..,

4 5
_::'5 Trusted User Domair Delete
=z Trusted Publishing [ Rename
1| Rights Policy Templates
Refresh

& Rights Account Certifics
4 35 Exclusion Policies Properties

ﬁ, Uzers

7 Aoolicati Help

) Applications Cluster type:

i Lockbox Cryptographic
4 5} Security Policies Servers in clus

ﬁi' Super Users Intranet cluster UR

';fu Cluster Key Password Licensing:

i¢;) Decommissioning Certification:
4 =] Reports Extranet cluster UF

3| Statistics Reports LiCEF§i”EI_:
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adrms.lab.rickygao.com (Local) Properties -

General | Cluster URLs | AD RMS Servers
Server Cerificate I Prooey Settings E Logging |

The service connection point {SCP) is an object created in Active Directony
Domain Services by AD RMS. It provides clients the certffication LIRL for this

forest.
Registered service domain: ||ah_ﬁcmaa_cnm |
Cumert SCP: |I'rl'l|:|s:f':’adrrns.lab.ﬁclcygao.com,-’_wmcsfcerti|

[ ] Change SCP

This action requires you to have permissions to
create and modify objects in Active Directory
Domain Services.

|ht'tps:Hal:lrrns.|a|:|.rickygacn.cum;’_wmcs,-‘cert'rﬁcation

Qe sz

ok || Cancel Apph

Reference: How to manually remove or reinstall ADRMS

Question: 24

Your network contains an Active Directory domain named contoso.com. The domain contains a
member server named Serverl that has the Active Directory Federation Services server role
installed. All servers run Windows Server 2012.

You complete the Active Directory Federation Services Configuration Wizard on Serverl.

You need to ensure that client devices on the internal network can use Workplace Join.

Which two actions should you perform on Serverl? (Each correct answer presents part of the

solution. Choose two.)

A. Run Enable-AdfsDeviceRegistration -PrepareActiveDirectory.

B. Edit the multi-factor authentication global authentication policy settings.
C. Run Enable-AdfsDeviceRegistration.

D. Run Set-AdfsProxyProperties HttpPort 80.

E. Edit the primary authentication global authentication policy settings.

Answer: C, E

Explanation:
C. To enable Device Registration Service
On your federation server, open a Windows PowerShell command window and type:
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Enable-AdfsDeviceRegistration

Repeat this step on each federation farm node in your AD FS farm.

E. Enable seamless second factor authentication

Seamless second factor authentication is an enhancement in AD FS that provides an added level of
access protection to corporate resources and applications from external devices that are trying to
access them. When a personal device is Workplace Joined, it becomes a ‘known’ device and
administrators can use this information to drive conditional access and gate access to resources.

To enable seamless second factor authentication, persistent single sign-on (SSO) and conditional
access for Workplace Joined devices.

In the AD FS Management console, navigate to Authentication Policies. Select Edit Global Primary
Authentication. Select the check box next to Enable Device Authentication, and then click OK.
Reference: Configure a federation server with Device Registration Service.

Question: 25

DRAG DROP

Your network contains an Active Directory domain named contoso.com.

You need to ensure that third-party devices can use Workplace Join to access domain resources on
the Internet.

Which four actions should you perform in sequence?

To answer, move the appropriate four actions from the list of actions to the answer area and arrange
them in the correct order.

Answer Area

Create a claims provider trust.

Create an attribute store.

Enable the Device Registration Service.

Install a certificate obtained from a trusted third-
party certification authority (CA).

Install and configure Active Directory Federation
Services (AD FS).

Install and configure a Web Application Proxy.

Answer:

Box 1:

Install a certificate obtained from a trusted third-
party certification authority (CA).

Box 2:

Install and Ec:-nFlgure Active Directory Federation
Services (AD FS).

Box 3:
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Enable the Device Registration Service.

Box 4:

Install and configure a Wab Application Proxy.

Note:

* Checklist: Deploying a Federation Server Farm include:

(Box 1) Enroll a Secure Socket Layer (SSL) certificate for AD FS.

(Box 2) Install the AD FS role service.

(Box 3, box 4) Optional step: Configure a federation server with Device Registration Service (DRS).
Box 3: To enable Device Registration Service.

On your federation server, open a Windows PowerShell command window and type:
Enable-AdfsDeviceRegistration

Repeat this step on each federation farm node in your AD FS farm..

Box 4: Update the Web Application Proxy configuration

The Device Registration Service will be available through the Web Application Proxy once it is
enabled on a federation server. You may need to complete this procedure to update the Web
Application Proxy configuration if it was deployed prior to enabling the Device Registration Service.

* Workplace Join is made possible by the Device Registration Service (DRS) that is included with the
Active Directory Federation Role in Windows Server 2012 R2. When a device is Workplace Joined,
the DRS provisions a device object in Active Directory and sets a certificate on the consumer device
that is used to represent the device identity. The DRS is meant to be both internal and external
facing. Companies that deploy both DRS and the Web Application Proxy will be able to Workplace
Join devices from any internet connected location.

Reference: Deploying a Federation Server Farm.
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