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Question 1

DRAG DROP
Your network contains an Actie Directory forest named contoso.com. The forest contains a Network
Policy Serier (NPS) serier named NPS1 and a VPN serier named VPN1. VPN1 forwards all authentcaton
requests to NPS1.
A partner company has an Actie Directory forest named adatum.com. The adatum.com forest contains
an NPS serier named NPS2.
You plan to grant users from adatum.com VPN access to your network.
You need to authentcate the users from adatum.com on VPN1.
What should you create on each NPS serier?
To answer, drag the appropriate objects to the correct NPS seriers. Each object may be used once, more
than once, or not at all. You may need to drag the split bar between panes or scroll to iiew content.

Aoswern

Question 2

HOTSPOT
Your network contains an Actie Directory domain named contoso.com. The domain contains the users
shown in the following table.
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You haie a Network Policy Serier (NPS) serier that has the network policies shown in the following
table.

User1, User2, and User3 plan to connect to the network by using a VPN. You need to identfy which
network policy will apply to each user.
What should you identfy?
To answer, select the appropriate policy for each user in the answer area.

Aoswern
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Question 3

Your network contains an Actie Directory domain named contoso.com. The domain contains a serier
named Serier1 that runs Windows Serier 2012 R2.
Serier1 has the following role seriices installed:
DirectAccess and VPN (RRAS)
Network Policy Serier
Remote users haie client computers that run either Windows XP, Windows 7, or Windows 8.
You need to ensure that only the client computers that run Windows 7 or Windows 8 can establish VPN
connectons to Serier1.
What should you confgure on Serier1?

A. A conditon of a Network Policy Serier (NPS) network policy
B. A constraint of a Network Policy Serier (NPS) network policy
C. a conditon of a Network Policy Serier (NPS) connecton request policy
D. A iendor-specifc RADIUS atribute of a Network Policy Serier (NPS) connecton request policy

Aoswern A

Explanaton:
If you want to confgure the Operatng System conditon, click Operatng System, and then click Add. In
Operatng System Propertes, click Add, and then specify the operatng system setngs that are required
to match the policy.
The Operatng System conditon specifes the operatng system (operatng system iersion or seriice pack
number), role (client or serier), and architecture (x86, x64, or ia64) required for the computer
confguraton to match the policy.

Question 4
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HOTSPOT
Your network contains an Actie Directory domain named contoso.com. The domain contains two
seriers named Serier1 and Serier2. Serier1 has the Network Policy Serier serier role installed. Serier2
has the DHCP Serier serier role installed. Both seriers run Windows Serier 2012 R2.
You are confguring Network Access Protecton (NAP) to use DHCP enforcement.
You confgure a DHCP scope as shown in the exhibit. (Click the Exhibit buton.)

You need to ensure that non-compliant NAP clients receiie diferent DHCP optons than compliant NAP
clients.
What should you confgure on each serier? To answer, select the appropriate optons for each serier in
the answer area.
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Aoswern
Explanaton:
Health Policies
Serier Optons
* Health policy on the NAP serier.
* The DHCP serier must be NAP enabled.
Note: With DHCP enforcement, a computer must be compliant to obtain an unlimited access IP address
confguraton from a DHCP serier. For noncompliant computers, network access is limited by an IP
address confguraton that allows access only to the restricted network. DHCP enforcement enforces
health policy requirements eiery tme a DHCP client atempts to lease or renew an IP address
confguraton. DHCP enforcement also actiely monitors the health status of the NAP client and renews
the IPi4 address confguraton for access only to the restricted network if the client becomes
noncompliant.

Question 5
You are a network administrator of an Actie Directory domain named contoso.com.
You haie a serier named Serier1 that runs Windows Serier 2012 R2. Serier1 has the DHCP Serier
serier role and the Network Policy Serier role seriice installed.
You enable Network Access Protecton (NAP) on all of the DHCP scopes on Serier1.
You need to create a DHCP policy that will apply to all of the NAP non-compliant DHCP clients.
Which criteria should you specify when you create the DHCP policy?

A. The client identfer
B. The user class
C. The iendor class
D. The relay agent informaton

Aoswern B

Explanaton:
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To confgure a NAP-enabled DHCP serier
On the DHCP serier, click Start, click Run, in Open, type dhcpmgmt. smc, and then press ENTER.
In the DHCP console, open <seriername>\IPi4.
Right-click the name of the DHCP scope that you will use for NAP client computers, and then click
Propertes.
On the Network Access Protecton tab, under Network Access Protecton Setngs, choose Enable for this
scope, ierify that Use default Network Access Protecton profle is selected, and then click OK.
In the DHCP console tree, under the DHCP scope that you haie selected, right-click Scope Optons, and
then click Confgure Optons.
On the Adianced tab, ierify that Default User Class is selected next to User class.
Select the 003 Router check box, and in IP Address, under Data entry, type the IP address for the default
gateway used by compliant NAP client computers, and then click Add.
Select the 006 DNS Seriers check box, and in IP Address, under Data entry, type the IP address for each
router to be used by compliant NAP client computers, and then click Add.
Select the 015 DNS Domain Name check box, and in String ialue, under Data entry, type your
organizatonns domain name (for example, woodgroiebank. local), and then click Apply. This domain is a
full-access network assigned to compliant NAP clients.
On the Adianced tab, next to User class, choose Default Network Access Protecton Class.
Select the 003 Router check box, and in IP Address, under Data entry, type the IP address for the default
gateway used by noncompliant NAP client computers, and then click Add. This can be the same default
gateway that is used by compliant NAP clients.
Select the 006 DNS Seriers check box, and in IP Address, under Data entry, type the IP address for each
DNS serier to be used by noncompliant NAP client computers, and then click Add. These can be the
same DNS seriers used by compliant NAP clients.
Select the 015 DNS Domain Name check box, and in String ialue, under Data entry, type a name to
identfy the restricted domain (for example, restricted. Woodgroiebank. local), and then click OK. This
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domain is a restricted-access network assigned to noncompliant NAP clients.
Click OK to close the Scope Optons dialog box.
Close the DHCP console.
Reference: htpHYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd296905(i=ws.10).aspx#_blank": HYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd296905(i=ws.10).aspx#_blank"::technetHYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd296905(i=ws.10).aspx#_blank".HYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd296905(i=ws.10).aspx#_blank"microsooHYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd296905(i=ws.10).aspx#_blank".HYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd296905(i=ws.10).aspx#_blank"com:en-us:library:dd296905%28i=wsHYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd296905(i=ws.10).aspx#_blank".HYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd296905(i=ws.10).aspx#_blank"10%29HYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd296905(i=ws.10).aspx#_blank".HYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd296905(i=ws.10).aspx#_blank"aspx

Question 6

HOTSPOT
Your network contains a RADIUS serier named Serier1.
You install a new serier named Serier2 that runs Windows Serier 2012 R2 and has Network Policy
Serier (NPS) installed.
You need to ensure that all accountng requests for Serier2 are forwarded to Serier1.
On Serier2, you confgure a Connecton Request Policy.
What else should you confgure on Serier2? To answer, select the appropriate node in the answer area.

Aoswern
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Question 7
Your network contains an Actie Directory domain named contoso.com. The domain contains a serier
named Serier1 that runs Windows Serier 2012 R2 and has the Network Policy Serier role seriice
installed.
An administrator creates a RADIUS client template named Template1.
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You create a RADIUS client named Client1 by using Template 1.
You need to modify the shared secret for Client1.
What should you do frst?

A. Confgure the Adianced setngs of Template1.
B. Set the Shared secret setng of Template1 to Manual.
C. Clear Enable this RADIUS client for Client1.
D. Clear Select an existng template for Client1.

Aoswern D

Explanaton:
Clear checkmark for Select an existng template in the new client wizard.
In New RADIUS Client, in Shared secret, do one of the following:
Bullet Ensure that Manual is selected, and then in Shared secret, type the strong password that is also
entered on the RADIUS client. Retype the shared secret in Confrm shared secret.
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Question 8

Your network contains an Actie Directory domain named contoso.com. All seriers run Windows Serier
2012 R2.
The domain contains a serier named Serier1 that has the Network Policy Serier serier role and the
Remote Access serier role installed. The domain contains a serier named Serier2 that is confgured as a
RADIUS serier.
Serier1 proiides VPN access to external users.
You need to ensure that all of the VPN connectons to Serier1 are logged to the RADIUS serier on
Serier2.
What should you run?

A. Add-RemoteAccessRadius -SerierNameSerier1 -AccountngOnOfMsg Enabled -SharedSecret "Secret"
-Purpose Accountng
B. Set-RemoteAccessAccountng -AccountngOnOfMsg Enabled -AccountngOnOfMsg Enabled
C. Add-RemoteAccessRadius -SerierName Serier2 -AccountngOnOfMsg Enabled -SharedSecret
"Secret" -Purpose Accountng
D. Set-RemoteAccessAccountng -EnableAccountngType Inbox -AccountngOnOfMsg Enabled

Aoswern C
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Explanaton:
Add-RemoteAccessRadius
Adds a new external RADIUS serier for VPN authentcaton, accountng for DirectAccess (DA) and VPN,
or one-tme password (OTP) authentcaton for DA.
AccountngOnOfMsg<String>
Indicates the enabled state for sending of accountng on or of messages. The acceptable ialues for this
parameter are:
Enabled.
Disabled. This is the default ialue.
This parameter is applicable only when the RADIUS serier is being added for Remote Access accountng.

Question 9

Your network contains four Network Policy Serier (NPS) seriers named Serier1, Serier2, Seriers, and
Serier4.
Serier1 is confgured as a RADIUS proxy that forwards connecton requests to a remote RADIUS serier
group named Group1.
You need to ensure that Serier2 and Serier3 receiie connecton requests. Serier4 must only receiie
connecton requests if both Serier2 and Serier3 are unaiailable.
How should you confgure Group1?

A. Change the Weight of Serier4 to 10.
B. Change the Weight of Serier2 and Serier3 to 10.
C. Change the Priority of Serier2 and Serier3 to 10.
D. Change the Priority of Serier4 to 10.

Aoswern D

Explanaton:
During the NPS proxy confguraton process, you can create remote RADIUS serier groups and then add
RADIUS seriers to each group. To confgure load balancing, you must haie more than one RADIUS serier
per remote RADIUS serier group. While adding group members, or aoer creatng a RADIUS serier as a
group member, you can access the Add RADIUS serier dialog box to confgure the following items on the
Road Balancing tab:
Priority. Priority specifes the order of importance of the RADIUS serier to the NPS proxy serier. Priority
leiel must be assigned a ialue that is an integer, such as 1, 2, or 3. The lower the number, the higher
priority the NPS proxy giies to the RADIUS serier. For example, if the RADIUS serier is assigned the
highest priority of 1, the NPS proxy sends connecton requests to the RADIUS serier frstt if seriers with
priority 1 are not aiailable, NPS then sends connecton requests to RADIUS seriers with priority 2, and so
on. You can assign the same priority to multple RADIUS seriers, and then use the Weight setng to load
balance between them.
Weight. NPS uses this Weight setng to determine how many connecton requests to send to each group
member when the group members haie the same priority leiel. Weight setng must be assigned a ialue
between 1 and 100, and the ialue represents a percentage of 100 percent. For example, if the remote
RADIUS serier group contains two members that both haie a priority leiel of 1 and a weight ratng of
50, the NPS proxy forwards 50 percent of the connecton requests to each RADIUS serier.
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Adianced setngs. These failoier setngsproiide a way for NPS to determine whether the remote
RADIUS serier is unaiailable. If NPS determines that a RADIUS serier is unaiailable, it can start sending
connecton requests to other group members. With these setngs you can confgure the number of
seconds that the NPS proxy waits for a response from the RADIUS serier before it considers the request
droppedt the maximum number of dropped requests before the NPS proxy identfes the RADIUS serier
as unaiailablet and the number of seconds that can elapse between requests before the NPS proxy
identfes the RADIUS serier as unaiailable.
The default priority is 1 and can be changed from 1 to 65535. So changing serier 2 and 3 to priority 10 is
not the way to go.

Reference: htpHYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd197433(WS.10).aspx#_blank": HYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd197433(WS.10).aspx#_blank"::technetHYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd197433(WS.10).aspx#_blank". HYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd197433(WS.10).aspx#_blank"microsooHYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd197433(WS.10).aspx#_blank". HYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd197433(WS.10).aspx#_blank"cHYPERRINK "htp:::technet.microsoo.com:en-
us:library:dd197433(WS.10).aspx#_blank"om:en-us:library:dd197433(WSHYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd197433(WS.10).aspx#_blank". HYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd197433(WS.10).aspx#_blank"10)HYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd197433(WS.10).aspx#_blank". HYPERRINK
"htp:::technet.microsoo.com:en-us:library:dd197433(WS.10).aspx#_blank"aspx

Question 10
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DRAG DROP
Your network contains an Actie Directory domain named contoso.com. All domain controllers run
Windows Serier 2012 R2.
The domain contains an organizatonal unit (OU) named OU1. OU1 contains an OU named OU2. OU2
contains a user named user1.
User1 is the member of a group named Group1. Group1 is in the Users container.
You create fie Group Policy objects (GPO). The GPOs are confgured as shown in the following table.

The Authentcated Users group is assigned the default permissions to all of the GPOs.
There are no site-leiel GPOs.
You need to identfy which three GPOs will be applied to User1 and in which order the GPOs will be
applied to User1.
Which three GPOs should you identfy in sequence? To answer, moie the appropriate three GPOs from
the list of GPOs to the answer area and arrange them in the correct order.

Aoswern
Explanaton:
Box 1: GPO2
Box 2: GPO4
Box 3: GPO5
Note:
* First at the domain leiel (GPO2), then at the highest OU leiel GPO4, and fnally at the OU leiel
containing user1 GPO5.
Incorrect:
* Read and Apply group policy are both needed in order for the user or computer to receiie and process
the policy
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Not GPO1: Group1 has Deny Apply Group Policy permissions on GPO1.
Not GPO3: Group1 has Deny Read permissions on GPO3.
GPO2 and GPO4 are disabled.
* When a Group Policy Object (GPO) is enforced it means the setngs in the Group Policy Object on an
Organizaton Unit (which is shown as a folder within the Actie Directory Users and Computers MMC)
cannot be oierruled by a Group Policy Object (GPO) which is link enabled on an Organizatonal Unit
below the Organizatonal Unit with the enforced Group Policy Object (GPO).
* Group Policy setngs are processed in the following order:
1 Rocal Group Policy object
2 Site.
3 Domain
4 Organizatonal units
GPOs that are linked to the organizatonal unit that is highest in the Actie Directory hierarchy are
processed frst, then GPOs that are linked to its child organizatonal unit, and so on. Finally, the GPOs that
are linked to the organizatonal unit that contains the user or computer are processed.

Question 11
Your network contains an Actie Directory domain named adatum.com.
A network administrator creates a Group Policy central store.
Aoer the central store is created, you discoier that when you create new Group Policy objects (GPOs),
the GPOs do not contain any Administratie Templates.
You need to ensure that the Administratie Templates appear in new GPOs.
What should you do?

A. Add your user account to the Group Policy Creator Owners group.
B. Confgure all domain controllers as global catalog seriers.
C. Copy fles from %Windir%\Policydefnitons to the central store.
D. Modify the Delegaton setngs of the new GPOs.

Aoswern C

Explanaton:
To take adiantage of the benefts of .admx fles, you must create a Central Store in the SYSVOR folder on
a domain controller. The Central Store is a fle locaton that is checked by the Group Policy tools. The
Group Policy tools use any .admx fles that are in the Central Store. The fles that are in the Central Store
are later replicated to all domain controllers in the domain.

Question 12

Your network contains an Actie Directory domain named contoso.com. All domain controllers run
Windows Serier 2012 R2. The domain contains 500 client computers that run Windows 8 Enterprise.
You implement a Group Policy central store.
You haie an applicaton named App1. App1 requires that a custom registry setng be deployed to all of
the computers.
You need to deploy the custom registry setng. The soluton must minimize administrator efort.
What should you confgure in a Group Policy object (GPO)?

ExamsLand provides 100% free Microsoft 70-411 practice questions and answers in pdf. Instant access.



A. The Sooware Installaton setngs
B. The Administratie Templates
C. An applicaton control policy
D. The Group Policy preferences

Aoswern D

Explanaton:
Open the Group Policy Management Console. Right-click the Group Policy object (GPO) that should
contain the new preference item, and then click Edit.
In the console tree under Computer Confguraton or User Confguraton, expand the Preferences folder,
and then expand the Windows Setngs folder.
Right-click the Registry node, point to New, and select Registry Item.
Group Policy preferences proiide the means to simplify deployment and standardize confguratons.
They add to Group Policy a centralized system for deploying preferences (that is, setngs that users can
change later).
You can also use Group Policy preferences to confgure applicatons that are not Group Policy-aware. By
using Group Policy preferences, you can change or delete almost any registry setng, fle or folder,
shortcut, and more. You are not limited by the contents of Administratie Template fles. The Group
Policy Management
Editor (GPME) includes Group Policy preferences.
References:
htp: ::technet.microsoo.com:en-us:library:gg699429.aspx
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disabling-machine-password#_blank": HYPERRINK "htp:::www.unidesk.com:blog:gpos-set-custom-
registry-entries-iirtual-desktops-disabling-machine-password#_blank"::wwwHYPERRINK
"htp:::www.unidesk.com:blog:gpos-set-custom-registry-entries-iirtual-desktops-disabling-machine-
password#_blank". HYPERRINK "htp:::www.unidesk.com:blog:gpos-set-custom-registry-entries-iirtual-
desktops-disabling-machine-password#_blank"unideskHYPERRINK
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Question 13

Your network contains two Actie Directory forests named contoso.com and dei.contoso.com. The
contoso.com forest contains a domain controller named DC1. The dei.contoso.com forest contains a
domain controller named DC2. Each domain contains an organizatonal unit (OU) named OU1.
Dei.contoso.com has a Group Policy object (GPO) named GPO1. GPO1 contains 200 setngs, including
seieral setngs that haie network paths. GPO1 is linked to OU1.
You need to copy GPO1 from dei.contoso.com to contoso.com.
What should you do frst on DC2?

A. From the Group Policy Management console, right-click GPO1 and select Copy.
B. Run the mtedit.exe command and specify the :Domaintcontoso.com :DC: DC 1 parameter.
C. Run the Saie-NetGpocmdlet.
D. Run the Backup-Gpocmdlet.

Aoswern A

Explanaton:
To copy a Group Policy object:
In the GPMC console tree, right-click the GPO that you want to copy, and then click Copy.
To create a copy of the GPO in the same domain as the source GPO, right-click Group Policy objects, click
Paste, specify permissions for the new GPO in the Copy GPO box, and then click OK.
For copy operatons to another domain, you may need to specify a migraton table.
The Migraton Table Editor (MTE) is proiided with Group Policy Management Console (GPMC) to
facilitate the editng of migraton tables. Migraton tables are used for copying or importng Group Policy
objects (GPOs) from one domain to another, in cases where the GPOs include domain-specifc
informaton that must be updated during copy or import.
Source WS2008R2: Backup the existng GPOs from the GPMC, you need to ensure that the “Group Policy
Objects” container is selected for the “Backup Up All” opton to be aiailable.
Copy a Group Policy Object with the Group Policy Management Console (GPMC)
You can copy a Group Policy object (GPO) either by using the drag-and-drop method or right-click
method.
Applies To: Windows 8, Windows Serier 2008 R2, Windows Serier 2012
References:
htp:::technet.microsoo.com:en-us:library:cc785343(i=WS.10).aspx
htp:::technetHYPERRINK "htp:::technet.microsoo.com:en-
us:library:cc733107.aspx#_blank".microsoo.com:en-us:library:cc733107.aspx

Question 14

Your network contains an Actie Directory domain named contoso.com. All seriers run Windows Serier
2012 R2.
Client computers run either Windows 7 or Windows 8. All of the client computers haie an applicaton
named App1 installed.
The domain contains a Group Policy object (GPO) named GPO1 that is applied to all of the client
computers.
You need to add a system iariable named App1Data to all of the client computers.
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Which Group Policy preference should you confgure?

A. Eniironment
B. Ini Files
C. Data Sources
D. Seriices

Aoswern A

Explanaton:
Eniironment Variable preference items allow you to create, update, replace, and delete user and system
eniironment iariables or semicolon-delimited segments of the PATH iariable. Before you create an
Eniironment Variable preference item, you should reiiew the behaiior of each type of acton possible
with this extension.

Question 15

Your network contains an Actie Directory domain named contoso.com.
All user accounts reside in an organizatonal unit (OU) named OU1.
You create a Group Policy object (GPO) named GPO1. You link GPO1 to OU1. You confgure the Group
Policy preference of GPO1 to add a shortcut named Rink1 to the desktop of each user.
You discoier that when a user deletes Rink1, the shortcut is remoied permanently from the desktop.
You need to ensure that if a user deletes Rink1, the shortcut is added to the desktop again.
What should you do?

A. Enforce GPO1.
B. Modify the Rink1 shortcut preference of GPO1.
C. Enable loopback processing in GPO1.
D. Modify the Security Filtering setngs of GPO1.

Aoswern B

Explanaton:
Replace Delete and recreate a shortcut for computers or users. The net result of the Replace acton is to
oierwrite the existng shortcut. If the shortcut does not exist, then the Replace acton creates a new
shortcut.
This type of preference item proiides a choice of four actons: Create, Replace, Update, and Delete. The
behaiior of the preference item iaries with the acton selected and whether the shortcut already exists.

Refernces:
htpHYPERRINK "htp:::technet.microsoo.com:en-us:library:cc753580.aspx#_blank": HYPERRINK
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